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The Internet, and related developments in communications technology in general, has 

transformed the workplace and created significant benefits and opportunities for 

businesses of all sizes; however, engaging in activities on the Internet also carries the 

potential for extraordinary liability in a wide range of areas including infringement of 

intellectual property rights, unfair competition, defamation, sexual harassment, wrongful 

termination, fraud, and invasion of privacy. In addition, connecting its computer system 

to the Internet, or allowing dial-in access, can expose a company to computer hackers, 

viruses, and industrial espionage.  It is, therefore, sound practice for every company, 

regardless of its size or the line of business in which it is engaged, to develop, implement, 

and enforce policies on the use of company-supplied communications tools, including e-

mail accounts and Internet access facilities of all types.   

 

Before drafting and implementing any new policies in this area management must 

evaluate and assess the specific need for limitations and restrictions on the use of Internet 

technology.  There are a number of preliminary questions that management should 

address including: 

 

• Which employees will have access to the Internet technology and how will they be 

identified? 

• What steps can, and should, be taken to prevent unauthorized access or sabotage to 

the Internet site by employees or outside parties? 

• What steps should be taken to prevent employees from using the Internet technology 

for illegal or illicit purposes, such as harassment, discrimination, or libel? 

• What rules should be implemented to protect confidential or sensitive information 

that might be included, or transmitted, over the Internet? 

• What steps should the company take with respect to monitoring or accessing 

information which is stored or transmitted by employees? 

• Should employees be required to sign written authorizations which permit the 

company to monitor employees' use of the Internet? 

 

One way the evaluation and assessment process can be accomplished is to put together a 

technology team made up of employees from various departments within the company.  

The technology team can be responsible for a variety of tasks, including providing 

management with recommendations regarding Internet technological needs; assisting in 

the often delicate and time-consuming process of implementing the Internet technology; 

adapting the company's existing policies and programs to the new Internet tools; and 

communicating the company's overall technological goals to the workforce.  In cases 

where all or a portion of the company's employees are members of a union, union 

representatives may need to be consulted if the Internet technology will have a material 

effect on working conditions. 
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The form and content of the company’s Internet and e-mail policies may vary depending 

on the circumstances, particularly the laws that might apply to the activities of the 

company’s personnel in a given location.  In general, the company policy should identify 

acceptable uses, and prohibited misuses, of the company’s communications tools.  The 

policy should concern itself with limiting access to the company computers and Internet 

access facilities to employees and other authorized persons, including some limited 

access for family members of an employee.  Ideally, use of company communications 

tools should be restricted to necessary communications with coworkers, customers, 

consultants, vendors, and other business partners of the company; however, many 

policies do permit some personal use of communications tools, so long as such use does 

not interfere with company business or result in unwarranted company expense or 

consumption of company resources. 

 

Companies can use a variety of strategies in drafting appropriate policies.  As the 

company begins to integrate the new technologies into the workplace, it might adopt a 

simple and basic policy regarding computer use such as the form reproduced below. As 

the company becomes more depending on Internet access policies should extend beyond 

computer use to address specific risks associated with the Web.  When the company is 

small and activities are somewhat informal the policy can be relatively short and focus on 

general “common sense” guidelines.  As the company grows, however, the policy should 

be more comprehensive and include issues such as infringement and obscene materials.  

Many firms adopt a more comprehensive policy covering all aspects of the business-

related uses of the Internet as well as the company’s in-house computers and networks.  

 

Broader policies are often supplemented by additional policies on specific areas of 

concern.  For example, Internet users should be cautioned against inadvertently 

disclosing any copyrighted materials of the company in ways that might facilitate 

unauthorized and uncompensated use by third parties and this can be reinforced through 

the development of a company policy on the use of copyrighted materials.  Many 

companies create policies regarding the form and content of business communications 

made through the use of e-mail. 

 

The content in this report has been adapted from material that will appear in April 2009 

in Alan Gutterman’s publication entitled “Business Transactions Solutions” and is 

presented with permission of Thomson Reuters/West.  Copyright 2009 Thomson 

Reuters/West.  For more information or to order call 1-800-762-5272.  Alan Gutterman 

is the Founder/Principal of Gutterman Law & Business (www.alangutterman.com), 

which publishes the Emerging Companies Blog (www.emergingcompaniesblog.com) and 

the Business Counselor Blog (www.businesscounselorblog.com), and a Partner of The 

General Counsel LLC (www.thegeneralcounsel.net 
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Guidelines for Internet Usage 

 

This form is a simple version of guidelines for Internet usage that is appropriate for 

implementation by smaller businesses that limit their information assets to company-

owned desktop computers.  The guidelines emphasize the need for employees and 

contractors to exercise good judgment and common sense when accessing the Internet 

and to refrain from accessing information that is inappropriate and not aligned with a 

legitimate business purpose.  Particular concerns addressed in the guidelines include 

unauthorized dissemination of proprietary company information and downloading of 

software on to the company’s information assets.  This form includes a short-form 

statement of the company’s rights to monitor Internet usage and reminds employees 

and contractors that they should not have any expectation of privacy. 
 

These guidelines are intended to provide you with some basic tips regarding Internet 

usage while you are engaged in activities on behalf of [name of company] (the 

“Company”).  These guidelines are not intended to be comprehensive and do not contain 

all of the “do's” and “don'ts” of Internet usage.  While these guidelines provide examples 

of improper usage, it is essential that you use good judgment and common sense in 

determining whether you are using the Internet appropriately and what steps you should 

be taking to protect the resources of the Company.  While these guidelines are primarily 

intended for employees of the Company they also apply to contractors of the Company 

who are using the Internet for business purposes in order to discharge their contracted 

responsibility to the Company and contractors are expected to adhere to these guidelines. 

 

General Principles 

 

Your first obligation as a user is to protect the Company’s information assets.  The assets 

that are part of the Company’s information systems network, including computers and 

other devices that permit access to the Internet, are business assets and should not be 

considered to be your personal assets.  The following general principles should be 

understood and followed with respect to your use of the Internet solely for the business 

purposes of the Company: 

 

• Material that would be considered inappropriate, offensive or disrespectful to others 

should not be accessed or stored;  

• Any software downloaded or installed on the Company’s assets must comply with 

applicable licensing agreements and copyrights;  

• You should only use network services for which you have authorization to access;  

• Material classified for internal use only should not be sent via the Internet; and 

• The Internet should not be used for personal gain or profit, to represent yourself as 

someone else, to provide information about employees to persons or businesses not 

authorized to possess that information, when it interferes with your job or the jobs of 

other employees, or when it interferes with the operation of the Internet for other 

users.  
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You should always consult with your manager whenever you have doubts about your use 

of the Internet and the application of the principles outlined above.  

 

Data Classification 

 

Personnel records and financial information that is stored on the Company’s network is 

considered information for internal use only. This information, along with other 

proprietary information will not be sent via the Internet. Managers can make exceptions 

for sending the Company’s internal-use-only material when appropriate encryption is 

used. 

 

External Communications 

 

Electronic mail or e-mail is the most commonly used form of communication on the 

Internet and you should expect to engage in business communications on behalf of the 

Company using e-mail; however, when communicating with parties outside of the 

Company using e-mail the following rules should be kept in mind: 

 

• No form of chain letter should be sent using Company assets;  

• Do not send e-mail so that it appears to have come from someone else; and  

• Do not automatically forward your e-mail to a non-Company e-mail address.  

 

Additional Matters 

 

You may not remotely access the Company’s network without prior written authorization 

by your managers and any such remote access should be done only using the protocols 

established by the Company’s network systems department. Unless you have prior 

authorization, do not run port or vulnerability discovery programs or try to get into open 

ports.  

 

When downloading software for use on Company assets, you must comply with the 

Company’s procedures for the importation of software, even if it's "public domain." As a 

courtesy to others, try to do large file transfers during off hours.  

 

The Company reserves the right to monitor your use of Company assets and you should 

have no expectation of privacy with regard to your use of such assets. 

 

If you have any questions regarding Internet usage, contact your manager. 

 


